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[ Abstract] Nowadays, encryption and decryption algorithms ar¢ widely/used in digital currency, blockchain, cloud data
encryption and other fields.Traditional software-based data eneryption’is limited in the calculation speed while occupying
many host resources and having high power consumption.Also, Field Programmable Gate Array(FPGA ) -based encryption
and decryption implemented in Verilog/VHDL suffer from the long development cycles and difficult maintenance and upgrades.
To address the above problems, a design scheme of a RPGA"accelerator for 3DES algorithm based on OpenCL is proposed.
In the scheme, a pipeline parallel structure with 48 iterations is designed by adjusting data storage, improving data bit width,
optimizing instruction stream , vectorising Kernels and replicating compute units.For the data transmission module, the actual
bandwidth utilization of the Kernel is improvied by adjusting data storage and increasing data bit width.For the algorithm
encryption module, the instruction stream ‘is optimized to form a pipeline parallel architecture.In addition, the performance
of the Kernel is further improved’by kernel vectorization and compute unit replication strategies.The experimental results
show that the accelerator provides a\throughput rate of 111.801 Gb/s on Intel Stratix 10 GX2800.Compared with the Intel
Core 17-9700 CPU, the proposed accelerator improves the performance by 372 times and the energy efficiency by 644 times.
Compared with the Nvidia GeForce GTX 1080Ti GPU, the proposed accelerator improves the performance by 20% and the
energy efficiency by 9 times.

[Key words] OpenCL framework ; Field Programmable Gate Array (FPGA ) ; encryption and decryption algorithm ; 3DES
algorithm ; pipeline parallel structure
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Table 5 FPGA performance and resources under different optimization schemes

T % A7 58 /(MB-s™") 4 /MHz ALUTs/% FFs/% RAMSs/% i 1] /ms
KAt 1916.9 306.2 7.30 5.43 1.00 1349.181

B A At 18 2277.8 325.0 8.01 5.53 15.64 1 306.545
Bl 457 T8 ek ik 4710.7 3225 1.91 1.38 10.01 1354.537
&4tk 5779.7 372.2 3.30 1.40 2.56 46.620
SIMDS8 23274.5 3733 19.41 6.27 2.07 11.132
SIMD16 27 534.1 3722 38.57 12.32 2.42 9.425
SIMD8+CU4 27 105.5 366.7 77.33 24.97 6.65 9.409
SIMD16+CU2 28°102.3 366.7 77.03 24.59 4.28 9.243

B AT A% 8 52 45 5 OpeC L PRFT- 151 J2 FPGA Ht
RS [V R 4 5% 5 A7 AE U A7 2E 3R B Thae 22 5 I R
F HOST s &y B IE A 257k 7 125 (_ constant)
T4 R AR 2T global) , o PN AE B SEBRA 5]
2 BB T R I8 T 2 325 MHz, X & o 4
Jry A AR 1 ARG 7 B FPGA 9 41 DDR, HL¥f
W v 0l iK% 34 GB/s, 1M i 2 B AR i AE N %38 17
2 A 3 DDR# /£ % FPGA i L2847 , X fE— E )%
L HE I T BN RS B

B A B e N T Ak B A B 7 B B
4 8 Byte, WLBF N AE4 w4 T+ T — A5 2, iX 2K £
BOPE A 5E 00 2 IS DL, g iR AR AR 45 & K IETRE
1S 4 B A AR L ELAE 8 Byte 1 A4 4 55 1T 9 K Ak
BT AR T5 AL B 04 2% TR] B Al A Wb B B R Y
i . &5 A 8Os 07 S8 ik IS, s G T 12 4 oY
JE ML, e A 8.01% [FE 4 1.91%

& 4 W A A B 75 1 R TRRTRAN 6 2R U 2K 3 4
i 35 A AL IG |, 2 G0 E 58 iy 48 T4 I I .
S, RS R R N SR E
5779.7 MB/s, i} 8 4 % 3K F] 372.2 MHz, [F] i 4 4% /)
iz A7 I a] i B R B9 1 349.181 ms 45 45 & 46.620 ms.
X2 R Oh 78 25 A BOH A7 6 08 28 B0 07 B etk ) i
$EF, R G 2 R JF FG 50 3 7K 5F s mT LA 3k B 4 4
M IEATE o SCUR 25 SR R FE R &5 A B0 17 T etk
(R 155 5L, SR A 205 8 T 406 208 3 7K 3R 6 5 9 4% 1 iz
AT B R 437.053 mso 3 2 PR A 40 5 o &5 5 B0 dE o

T U g PR 0 TR A IRSR IO S O, H &R
o {1 FH 22 (%) T RN SRR B 1) D0 Ak R Tl A2 TT R 1)
BOPE A BE X fe 2 R BRI T g R A% 1 £ AL B
I o 2RS0T il FH G 0 IF 76 PR U K R
TH FE Y 2B R R RS 1.91% B &R 3.3%, X 5
116 A PR S 32 B B2 VR (R I AR A AT A

WAL AL SE I B rh 24 T AR DL e 4 28
JRCESIMD) T X2 5258 . 46 TAEH KR/ 512,
BN R AL S EEE 2 0 8, LBt 4/ TAEAL K/
W R SR 0 8 A% o A% R f AL S N AEAR FE FH 5 779.7
MB/s £ 7+ & 23 274.5 MB/s., X J& K A Kb N £
T894 G IF AR VIR X 42 J5) N A Y 8 IR Load
BRVEG I A 1R 58 B9 2% it Load #24E H N % sREGT &
AL B 85 1) 43 S AT R TR U 35 1 SIMD
Wi, PR EG FPGA MG TAEN® N 373.3 MHz,
N AZ R BT I TR] F B SG1G) 46.620 ms 45 %65 2 11.132 ms,
CURSEEES e el et o R A NE S N A S s
fb 238 i FPGA ity 58 U8 (I #E , th 2= 5o 20, ey Y
BT 3.3% F I E 19.41%.

PR LRI SR 84T 2 16, ILHT AT Wi s SE Y
ARV e . R ST, INAFr Tt — b 4 &
27 534.1 MB/s, N P47 I (] 46 6 2 9.425 ms, R4¢
VR IS FE R 19.41% 14N % 38.57%

e W R a5 A R T R R 4G R
i Em AN ERE. NERESECNSHT, TG
il 1 e R BTk 45 WA R AL S R 16 B,



154 82 M= SO ] A B

2021412 H 15 H

AT A A e R BT BOR 2.

EE RSN 8 4T E L E il 5 NAF
7 98 M 27 105.5 MB/s, # tb T SIMD16 f7 — & 2 &
R B, 2 DR SR T 53 B e 4 15 = B0 A TE Y 5
G, INAZ B PAT I 0] 456 %65 2 9.409 ms, 32 5 98 R 1 91
FE R 77.33%. EHSECN 16 YN R RS 241
BT E LA, N AEAR 988 28 102.3 MB/s, T
YER5 2R N 366.7 MHz, PN A% [ 550 s 18] 45 46 2 e IR Y
9.243 ms, F H I A 5 H A 2] 77.03%. 7EAH R
WV N, N KBS BN 16 315 o E Hl5h 2
BF RS T N ERE . T SO S A R FRIR/N
B SC8E 2, i — P iR a B N R LS HBOh 16,
T ITE IR 2 N RE AR AL .
4.4 AEHEETRSZESTHETWL

R TLOWE AR A% A9 M RE , LA 64 KB 1 MB,
8 MB.64 MB . 128 MB.256 MB.512 MB.1 024 MB
() B0 M 491, 3 P A e S R B8 1 T B 7 i R
RIEHL . I A e S T3 2 =X (3) TR

T= NZB Q)
Hor . TR % N Ky 3DES NI %55 (1 YRS B FR YK
3DES % i) Bl SCH KN 5 Bk A% B S RETTE] o AN
[) H5H T PN A 1 PROA T D B ik SR PR A A7 O
FOPTR. AT LAE A AN BT N
() 77 i N BB AR 7 1 i i B8 T F0GE T B 5 Bl 5 %K
P 2 O 1GNP ABRE Ft SR ARG N TR eI
BB B T 128 MB i, N 1k R AR FR AR
111.801 Gb/s ZEA7 5

x6 FREBFEETHEMLE

Table 6 Throughput rates under different data volumes

Bdl it Fif 6] /ms FHER/(Gbs™")
64 KB 0.032 16.000
1 MB 0.109 73.394
8§ MB 0.628 101.911
64 MB 4.645 1104226
128 MB 9.243 110.787
256 MB 18.387 111:383
512 MB 36.708 111.583
1024 MB 73.273 111.801
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366.7 MHz, 71+ % 3K 2] 111.801 Gb/s, U5 17 8B i 1)
PEREHR T .

R7 REHFRHMEMEEE

Table 7 Acceleration performance of different schemes
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